Ta6bnuua2. OcoGeHHOCTU NporpaMmbl CI S C O DX 70

Oco6eHHOCTb

Cneumdmkaumm

Android ocHOBHbIe
yHKLUMUY

MonHocTblo HacTpamBaemblin Cisco Launcher n App Tray "Home Screen" noseongeT pasmeluatb

CBOW COBCTBEHHbIE APIbIKA I'IpVIJ'IO)KeHVIVI, BUIXETOB U NManok

[MaBHbI 3KpaH NoaaepkMBaeT A0 NATM OTAeSIbHbIX BUAAX dKpaHa Unv CTpaHuL, Kaxaas ¢ 6 X 5

3Ha4oK ceTu
JlaHOwadTHO-OpUEHTMPOBAHHAsA NPUMOXEHUS NOAAEPKUBAIOTCS
OkpaHHas KnaevaTypa nogaepxueaeTcs

Android komnnekTe
NPUNOXeHUA U BUmKeTbl

Kanbkynatop
Kanenaapb
Kamepa
Yachl

Cesasu
Mpsmon
Email

Internet Message Access Protocol (IMAP)
Post Office Protocol 3 (POP3)

Microsoft Exchange ActiveSync
M36paHHble

[anepes

Xapakrepuctukm TenedoHa (Hanpumep, Forward All, KondmaeHumansHocTb, He 6ecnokonTb,
MOGMBLHOCTL U Self-View)

O6ow (B TOM 4ncne xwuBbie obon)
Be6-6paysep

Google komnnekTe
npunoxeHusi

Google Play (BkntodyeH agmunHucTpatopom yepes Cisco UCM, Bkntoyaet B cebsi cTpaHamm-
0406peHHBIX NPUNOXeHUn MobunbHbIX yenyr Google)

Gmail

Hactporikn Google
KapTbl

Urpatb KHnru

UrpaTb xxypHanbl
BocnpoussecTtu Bnaeo
MysuumposaTb
Google cenyac

Cisco komMmnnekTe
NpuUnoxeHus

Cisco AnyConnect ® Secure Mobility Client (VPN)

Cisco Jabber IM (koTopbIt npegnaraeT obLWaTLCs B YaTe U NpUCYTCTBUS BO3MOXHOCTM)
Cisco WebEx

BbICTpbIf KOHTaKT 3HaK (MO3BONSIET NIENKO COTPYAHUYATL C BalLUMMM KOHTaKTamu, 4tTobbl caenatb
3BOHOK, OTMPaBUTb COOBLLEHME MO 3NEKTPOHHON MOYTE, OTNPaBUTL MrHOBEHHOE coobLieHue (IM),

Unn Havatb BeTpedy WebEx ©
BusyanbHasi ronocosas noqra

WHTennekTyanbHas
6nu3ocTu Ang MoounbHom
nepeAauu rofnoca

CuvHXpoHn3aums koHTakToB ¢ Bluetooth-napHiie, Android unun mobunsHoro ycTtpoiictea |IOS, koTopas

nogaepxveaet PBAP

Mo3BOHNTE CUHXPOHM3ALMIO UCTOPUM, YTOOLI MOCMOTPETb, Pa3MeELLLeHHbIE MY NPONYLLEHHbIX
BbI3OBOB C MOGUIbHOIO ycTponcTea Ha DX70
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Oco6eHHOCTb

Cneuudmkauum

MapLpyTrsaumm ayamo nyTb nocbinaeT ayamo vyepe3 DX70 ons Beid3oBa MOOUIBbHBIX YCTPOMCTB,
NOOKIMHOYEHHBIX

Pexxumbl koH( urypaumm

Enhanced, noNHOCTbIO (PYHKUMOHATBHBIA PEXMM, KOTOPbIV MO3BOMSET BCE acnekTbl TenieoHOB,
BKITHOYAS NMPUITOXKEHUSA U CHETOB

MpocTon pexmm, KOTOpPbIV CKPbIBAET MPUIOXKEHWS, YY4ETHbIE 3anncK 1 obecneynBaeT TOSbKO
roriocoBy0 U BUAEO BbI30BOB capabilities’

OO6LLecTBEHHAs peXkMM Ha OCHOBE MPOCTOM PEXUME C OrPAHUYEHNSIMU OT HACTPOEK MOSb30BaTeNs
MoandhnKaLmi.

BapuaHTbI pa3BepTbiBaHUA
NPUNOXEHUNA 1
ynpaBreHnUs UMun

AOMVHUCTPATOP MOXET OTKIMIOYUTE BCE NpunoxeHus ns 3arpyska Ha Cisco DX650 / 70/80. B
YaCTHOCTW, aAMUHUCTPATOP MOXeT HacTpoutb DX650 / 70/80, 4Tobbl 3anpeTuTb YCTaHOBKY
CTOPOHHMX NpunoxeHn ana Android.

Hoctyn Play Google MOXHO OTKMO4eH agMUHUCTPATOPOM (M0 yMomn4aHuio). 3asiBKn OT
"HEN3BECTHbIX NCTOYHMKOB" MOXET ObITb OTKIHOYEH aAMUHUCTPATOPOM (MO YMOYaHMI0):

AAMUHUCTPATOP MOXET AOMONMHUTENBHO YCTaHOBUTL NpUIoxeHus ¢ ncrnonsdosaHuem Cisco Unified
Communications Manager, ¢ nomowubto caina AllK.

Komnanus doTtorpadms Directory (BO3MOXHOCTb HACTPONMKKM 1 cebinka doTo: katanor URL
n3obpakeHusl, CBA3aHHbIe C OnpeAerneHHbIM Nosfb3oBaTenem)

Komnanus doTtorpadms Directory (BO3MOXHOCTb HacTponkm u ceblnka dpoto URL kaTtanor ans
pasMeLLeHns n3obpaxkeHns, CBA3aHHbIe C onpeAereHHbIM Nonb3oBaTenem).

BcTpoeHHbIN 0Oy4eHus n
HaCTPOMKKN NMOMOLLM

MacTtep Setup Assistant (nomoraet HacTtpoiika anekrpoHHor noytsl, Jabber IM, WebEx n ronocoas
noyTa HaCTPOWVKM YYETHOM 3anmcu)

PaspaboTtka npunoxeHun
TPeTbUX CTOPOH

Cisco nporpammunpoBaHusa CoTpyaHnyecTBo nHTepdencel npunoxexuni (APl) yepes komnnekr
pa3paboTumkoB nporpammHoro obecrneveHus (SDK)

https://developer.cisco.com/site/dxseries/overview/index.gsp

fsbikoBas nogaepkka

Apabckuin, Erunet (ar_EG)
Bonrapckas, bonrapus (bg_BG)
Katananckun, Ucnanusa (ca_ES)
Kutanckuin, KHP (zh_CN)

Kutanckun, TansaHb (zh_TW)
Xopsarckui, XopsaTtus (hr_HR)

Yexus, Yewckasn Pecnybnuka (cs_CZ)
Oatckmn, OaHua (da_DK)
lNonnanackmn, Hugepnavge! (nl_NL)
AHrnuiickun, Benmkobputanus (en_GB)
AHrnunckmn, CoegnHenHble LTaTtbl AMepukmn (en_US)
PuHckmn, duHnanamns (fi_Fl)
®paHuysckui, PparHums (fr_FR)
Hewmeukuin, N'epmanuns (de_DE)
peveckun, MNpeuusa (el_GR)

UepwuT, N3pauns (he_IL)

Benrepckun, Benrpus (hu_HU)
UtanbaHckun, Utanusa (it_IT)

AnoHckun a3bik (ja_JP)

Kopevickuii (ko_KR)

Natbiwckui, Nateua (Iv_LV)
Jlutosckmn, Nutea (It_LT)

Hopsexckun 6ykmon, Hopeerus (nb_NO)
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Oco6eHHOCTb

Cneuudmkauum

Monbckui (pl_PL)

Moptyransckuii, Bpasunnusa (pt_BR)
Moptyraneckui, Moptyranus (pt_PT)
PymbiHCKWI, PymbliHua (ro_RO)
Pycckun (ru_RU)

Cepbckun, Pecnybnvka Cepbus (sr_RS)
Croaukuii, CrioBakus (sk_SK)
CroeHckui, CrnoseHus (sl_Sl)
Wcnanckuid, icnanus (es_ES)
Lseackui, LLBeums (sv_SE)
Tanckun, TannaHg (th_TH)
Typeuxun, Typuus (tr_TR)

Bbi3oB ¢pyHKLMU
noanepxuBaroTcA

+Habop (MC3 E.164)

CokpalLeHHbIn Habop

Perynmpyemas 3BOH 1 ypOBHM FPOMKOCTU
Perynupyemas spkocTb gucnnes
ABTO-OTBET

ABTOMaTUYECKOE OnpeerieHne rapHUTypbI
Bapxa (kBmeLwu)

MNepe3BoHUTb

BbizoB conpoBoxaatoLwmn
Mepeagpecaums

Mepeanpecauys BeI30Ba yBEAOMIIEHNE
Cnucky BbIZOBOB NCTOpUM

MapkoBKa BbI30Ba (B TOM YKCIe HanpaseHHbIe NapKOBKX BbI30Ba 1 nomoran Pexuccep napkoBku
Bbl30Ba)

MepexeBart BbI3OBa

TarnmMep BbI30Ba

OxwunpgaHue Bbi3oBa

Caller ID

KopnopaTtuBHbI katanor

KoHdpepeHuus (Ad Hoc)

Mpsamas nepepava

Mepeagpecauyms (HemeaneHHOro NepeHanpasBneHns BbI30BOB)
He 6ecnokonTb (DND)

Cnyxba Extension Mobility

BbIcTpbI Habopom ycnyr

MpuHyanTenbHbIE KOOl AOCTYNA W KOAb! AaHHBIX KNWEHTa
Mepexsara BbI3oBa [pynna

OepxuTe (1 pestome)

BHyTpeHHsa cBA3b

Me>xxayHapogHasi permcTpaumsi BbI30BOB
Peructpauwms (Ad Hoc)

BbizoB nocnegHero Homepa (LNR)
BpenoHocHoe-naeHTuhmnkaTop 3BOHSALWETO
WHoukaTop oxupatowero coobuiennst (MWI)
Meet-Me koHepeHunn
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Ocob6eHHOCTb Cneuudukaumnmn

Mo6uneHocTb (Mobile Connect n Mobile Voice Access)
Mysbika Ha yaepxaHun (MOH)

Mute (aygvo v Bugeo)

CeteBble npodhunu (asTomar)

BkntoueHms n oTknodeHns cetn OTnnYnTENbHOM 3BOH
JInyHas katanor

Mopobpatb

Predialing nepea otnpaskou

KoHduaeHumanbHOCTb

Private Line ABTomatusmpoBaHHasi koHeuHas ctaaus (PLAR)
3BOHOK B MOSIBMEHUN SINHUA

Self-View (BUae03BOHOK)

URL cnyx6bl

O6wast nuHuaA (1)

CKpbITbI MOHUTOPUHT 1 3aM1Cb

Bpems n para

Mepepaya (Ad Hoc)

BuayanbHas ronocosasi nouta

[onocoBasi noyta

ABapuiiHble cryX0bl ABapuinHoro Bbi3oBa cnyxba Habopa
CneumnanbHble [ononHuTenbHblE YHKLUM AOCTYMHOCTM AN NFoAen ¢ ocnabneHHbIM 3peHVEM, CrENbIX U CNyX U
BO3MOXHOCTU nogen ¢ orpaHNyeHHbIMU U3NYeCcKUMn, onpeaensieMbiX NoNb30BaTenemM U HacTpanBaeMbIii:

Pa3wmep wpudta, 1 3KpaHHbIE HACTPOMKN SPKOCTU

CeHCOopHbIN 3KpaH HacTpanBaeTCs HaXXMUTE N yAepXuBanTe 3a4epKu
CTpaHuvua 0T3bIBOB ayaMo NOACKA3KN U pa3roBOPHbIV Naporib
Mopnepxka Nccnenynte ocOGEHHOCTSAMM CEHCOPHOTO

®DyHKLMM Ge3onacHOCTH

AnnapaTHble cpeAcTsa 3aluileHHas 3arpyska

Secure y4eTHbIX XpaHeHus

AyTeHTudunkaumns ycTpomcTs

Mposepka noanuHHOCTH dhaina n W posaHne
O noanIMHHOCTN N306paxxeHns 1 WndposaHne
CvrHanmsaums ayTeHTupukaumm

leHepaums cnyvanHeix 6uT
Kpunrorpaduyeckor AnnapaTHoe yckopeHue
3awmdpoBaHHbIe darnbl KOHUrypaLmm
LLindpposaHHyto channosyto cuctemy

CepTudukatsl Certificate Authority Proxy Function (CAPF) nogaepxka Ans gononHutensHon 6esonacHocTu
YcraHosneHHon nsrotoeutenem Ceprudukatsl (MIC)
JlokanbHoe 3HayeHne Ceptudmkatsbl (LSC)

Lindpoesie ceptudmkatsl X.509 (DER-koauposke); kak DER 1 Base-64 chopmaToB saBnstoTCS
npueMnemMbiMn ansi CepTUKaToOB KIMEHTa 1 cepBepa; cepTudukaTbl C Knovom pasvepom 1024,
2048 n 4096 nopaepxmBatoTcs
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Oco6eHHOCTb

Cneuudmkauum

Cetb

Wired: 802.1x BapyaHTbl NpocuUTens And UCNonb30BaHUA ayTeHTUdmrKaLmm ceTn:

[poTokon pacLumpeHHon NpoBepkn noannHHocTy: Npoeepka nognuHHocTy Extensible MNpoTokon-
'Mbkas ayTeHTMdMKaLMs Yepes 3anLeHHOe TYHHENMPOBaHUE
(EAP-FAST)
Pacwunpsemsbin npotokon ayreHtudpmkaunn: EAP Transport Layer Security (EAP-TLS)
BecnpoBogHas cBA3b:
(CmotpuTte Tabnmuy 5)

BecnpoBogHas cBs3b: Wi-Fi Protected Access 2 (WPA2) (EAP-FAST)

Wireless Equivalent Privacy (WEP)

EAP-TLS

AyTeHTudnkaumsa sawwmweHHoMy npotokony Extensible - Generic Token Card (PEAP-GTC)

CpencTtBa MaccoBow
MH opMaLmMm U AaHHbIX
CUrHanusauuu

TLS
SRTP
HTTPS gns knueHToB

ﬂOCTyﬂ K KOpnopaTuBHbIM

Cisco AnyConnect Secure Mobility Client

Web Proxy (py4Has HacTpoika unm aBTo-koHGMrypaumm 3almieHHbIA
Access Credential [PAC] carrnbl)

NTLM n Kerberos ayteHTucpukaums

YnpaBneHue yctpoucTtBamm

YpaneHHoe ctupaHve

ActiveSync yaaneHHoe cTmpaHue (3reKkTpoHHas noyTa, KOHTaKTbl, Kanenaapb v T.4.)
CamoobcnyxvBaHune npoTpute

MpoTpuTe Nocne HeyaayHbIX NOMbITOK BXOAA B CUCTEMY

C6poc HacTpoek

YnpaBneHue nonutukamm

CnoxHoctb Maponb

Otkntounts USB

OtkntoumnTb Mpomkas

OTKMOYUTB rapHUTYPbI

Secure Digital | / O (SDIO) BKknto4nTb / BbIKIOYUTb

Bluetooth

Wi-Fi

Hoctyn k Android Market

BnokvnpoBka akpaHa 1 asTomaTtudeckon 6nokmposku (PIN nmm napons) ycTponcTBo
Android Debug Bridge (ADB)

OuarHocTuka WuTerpuposanHbii Cisco ana cosmecTtHoi Mpobnema Coobwmte MHCTPYMEHT MOXET OTNpaBnaTh
MHAOPMALMIO HENOCPEACTBEHHO CUCTEMHBIM aAMUHUCTPATOPOM, KOrAa Bbl UCTbITbIBAETE NPOGEMbI
¢ TenedOHOM My NPUNoXeHns (TpebyeTcsa HaCTPOEHHBIV MOYTOBLIN AL MK)

Cepsep xypHana
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